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Answer: B, E

QUESTION: 130
Which parameters accurately describe the Beacon Interval field in the Beacon frame?

A. Value can range from 0 to 2007
B. 4-octet length
C. Indicates the exact time interval between Beacon transmissions
D. Indicates the desired time interval between TBTTs
E. Measured in time units of 1024

Answer: D, E

QUESTION: 131
Exhibit:
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ABC Company's WLAN administrator is getting complaints from one user that his WLAN
throughput is sluggish compared to other users in his area. The administrator takes his
diagnostics laptop, which has a wireless protocol analyzer installed, to the area where the
complaining user works. The administrator uses the PING utility to test connectivity
from the complaining user's wireless client station to another wireless client station
across the closest access point, while capturing the wireless frames. The administrator sees
what is displayed in this screenshot. From this screenshot, which statements can you
conclude to be TRUE that are related to the complaining user's throughput problem?

A. The complaining user's WLAN client utilities are configured for a small fragmentation
threshold.
B. The complaining user's station is retransmitting fragments many times likely due to
nearby RF interference.
C. The access point and other stations are using ERP-OFDM modulation, and the
complaining user's wireless client station is using HR-DSSS modulation.
D. The complaining user's wireless client station should be using RTS/CTS as a protection
mechanism, but it is not.
E. The access point is not signaling for protection (Protection = no) in the Beacons, but it
should be.

Answer: A, C

QUESTION: 132
Exhibit:
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Given: Shown are frames captured from an IEEE 802.1X/LEAP authentication. This
WLAN is a Robust Security Network (RSN) using the CCMP cipher suite. Using the
information given in the screenshot, calculate how long it takes for only the frames that are
part of the 4-Way handshake to complete.

A. 3.018 ms
B. 5.820 ms
C. 210.443 ms
D. 237.753 ms
E. 243.743 ms

Answer: B

QUESTION: 133
ABC Company is having throughput problems on their ERP WLAN. A wireless
administrator has noticed in the wireless client station utilities that the MAC CRC Error
count is higher on stations with problems than those client stations without problems. A
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high MAC CRC Error count is NOT attributable to which of the following?

A. Collisions due to dense population of client stations
B. Overlapping access point coverage on a single channel
C. High multipath conditions due to reflected signals
D. 2.4 GHz ISM band interference from sources such as wireless phones
E. Co-located DCF and EDCA access points that are using non-overlapping 2.4 GHz
channels

Answer: E

QUESTION: 134
According to the IEEE 802.11 standard (as amended), what is one structural difference
between a MAC Protocol Data Unit (MPDU) and a MAC Management Protocol Data Unit
(MMPDU)?

A. The MPDU frame's FCS field is 4 bytes, while the MMPDU frame's FCS field is 8 bytes.
B. The MMPDU frame body is limited to 200 bytes, whereas the MPDU frame body can
carry up to 2304 bytes.
C. The MPDU header always places the BSSID in the first address field, but in the MMPDU
the BSSID can be found in any of the address fields.
D. An MMPDU header may only contain three address fields, but an MPDU may have four
address fields.
E. Both the MPDU and MMPDU have a QoS Control (QC) field, but all bits of the
MMPDU's QC field are always 0.

Answer: D

QUESTION: 135
Exhibit:
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Which statement accurately describes why the Traffic Indication Map (TIM) information
element is not shown in this Beacon frame?

A. This model of access point does not support IEEE 802.11 compliant Power Save mode.
B. This Beacon frame is using a DTIM instead of a TIM.
C. Beacons transmitted by IEEE 802.11 IBSS networks do not include TIMs.
D. This Beacon was captured on channel 2 but was transmitted on channel 1. This caused a
loss of information elements within the Beacon.
E. Beacons only contain TIMs when the Power Management bit in the Frame Control field
of the MAC header is set to 1.

Answer: C

QUESTION: 136
Which statement accurately describes IEEE 802.11 Power Save mode operation in a
Basic Service Set that does not support the QoS facility?

A. Following a period of time in a low power state, client stations wake themselves and
automatically poll the access point for traffic using a PS-Poll frame.
B. When the access point's buffer is full, the access point wakes all client stations using a
PS-Poll frame so that they can receive the data.
C. Upon receiving traffic for a dozing station, the access point wakes the client station
using a PS-Poll frame so that the client station can receive the data.
D. After waking from a low power state, client stations listen for the next Beacon to
determine if sending a PS-Poll frame to the access point is necessary.
E. After waking at a schedule TBTT, client stations automatically send Null Function
frames to the access point with the Power Management bit cleared.

Answer: D

QUESTION: 137
Which statements are true regarding the duration/ID field in unfragmented Data frames?
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A. The duration/ID field specifies the amount of time required for the SIFS and ACK that
follow the data frame.
B. The duration/ID field is measured in microseconds and always rounded up to the next
highest integer.
C. When a Data frame is sent to a multicast address, the duration/ID field is always set to
32,768.
D. If the More Fragments bit in the Frame Control field of the MAC header is set to 0, then
the duration/ID field is also set to 0.
E. The duration/ID field is always set to zero unless Data is sent to the broadcast address of
FF:FF:FF:FF:FF:FF.
F. Valid frames with a duration/ID field value of less than 32,768 are used by unintended
recipients to update their NAV.

Answer: A, B, F

QUESTION: 138
Given: ABC Company has a WLAN controller with 5 WLANs configured, each with its
own SSID, security parameters, and the default Beacon interval value of 100 time units
(TUs). How often and in what manner are Beacons transmitted from a lightweight AP
that is broadcasting Beacons for all 5 WLANs?

A. One Beacon will be transmitted onto the WM every 100 TUs, and the Beacons for each
WLAN will be rotated round-robin.
B. One Beacon will be transmitted onto the WM every 20 TUs, and the Beacon for each
SSID is transmitted every 100 TUs.
C. Five Beacons will be transmitted back-to-back as a "Beacon burst" every 100 TUs, and
Beacons for each WLAN will be transmitted in the order they were created.
D. One Beacon will be transmitted for each WLAN every 500 TUs.

Answer: B
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QUESTION: 139
Bill works at ABC Company's help desk. Around lunch time, Bill gets a call asking for
the password of network user S0NDRA. Bill gives the caller some erroneous information
about user S0NDRA, and immediately contacts ABC Company's security department
about a social engineering attack. Bill is trained to recognize S0NDRA as a red alert,
but how does Bill know that a social engineering attack is in progress?

A. ABC Company uses IEEE 802.1X/EAP-TTLS as their wireless security protocol for user
authentication, and EAP-TTLS uses an "anonymous" user name outside the TLS tunnel. In
this case, the anonymous user is named S0NDRA, and it can be seen in clear text on a
wireless protocol analyzer.
B. ABC Company uses FakeAP as a protection mechanism against hackers. FakeAP is a
utility that transmits thousands of fake management frames that can confuse hackers.
S0NDRA has been configured as a fake user name in these management frames and can be
seen on a wireless protocol analyzer.
C. ABC Company uses IEEE 802.1X/PEAP-EAP-TLS as their wireless security protocol for
user authentication, and PEAP has a programmable integrated intrusion detection
mechanism currently named S0NDRA. This intrusion mechanism is picked up, in clear text,
on wireless protocol analyzers as a user name.
D. ABC Company uses IPSec VPNs to secure their wireless LAN. IPSec VPNs use an
"anonymous" name field during the authentication process when using digital certificates.
The network administrator has configured all wireless client stations to use S0NDRA in the
anonymous name field so that wireless protocol analyzers will mistakenly think it is a real
user name.

Answer: A

QUESTION: 140
The More Fragments subfield is found in which IEEE 802.11 frame field?

A. Sequence Control field
B. Protocol Order field
C. Fragmentation Control field
D. Frame Control field
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E. MAC Service Data Unit field
F. QoS Control field

Answer: D
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