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QUESTION: 122
What is the purpose for an organization to have an information security policy?

A. To demonstrate the operation of the Plan-Do-Check-Act cycle within an
organization.
B. To ensure that staff do not break any laws.
C. To give direction to how information security is set up within an organization.
D. To ensure that everyone knows who is responsible for carrying out the backup
procedures.

Answer: C

QUESTION: 123
What is the main reliability aspect of information besides Confidentiality and
Integrity?

A. Accounting
B. Authenticity
C. Authorization
D. Availability

Answer: D

QUESTION: 124
A marketing employee accidentally e-mails a spreadsheet with all the company¡¯s
clients, their personal and commercial data, to the wrong email address. Who
determines the value of the information in the spreadsheet?

A. Each party determines the value of the information independently
B. Privacy legislation determines the penalty and thus the value
C. The recipient, who can use it for identity theft
D. The sender, who uses it for accounting purposes

Answer: A

QUESTION: 125
Two friends want to exchange a confidential document by e-mail. They decide to
use cryptography to protect the confidentiality of the document. To be able to
encrypt alid decrypt the document they first exchange the key that is both used for
encryption and decryption by phone. What type of encryption system is used by the
two friends?

A. Asymmetrical system
B. Public Key Infrastructure (PKI)
C. Symmetrical system

Answer: C

QUESTION: 126
Of which concept is ‘measures taken to safeguard an information system from
attacks’ the definition?

A. Risk analysis
B. Risk management
C. Security controls

Answer: C

QUESTION: 127
Midwest Insurance controls access to its offices with a passkey system. What kind
of security measure is this?

A. Corrective
B. Detective
C. Preventive
D. Repressive

Answer: C

QUESTION: 128
Within a company several employees work mostly outside the perimeter of the

company. These employees have laptops on which the necessary (confidential)
information is stored. Which technical security measure protects the information
from unwanted disclosure in case the employee loses the laptop?

A. Anti-theft cable chain
B. Awareness presentations for employees
C. Classification of information
D. Disk encryption

Answer: D
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