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Question #62 Section 2
Which protocol prompts the Wireless LAN Controller to generate its own local web administration SSL certificate for GUI access?
A. RADIUS
B. HTTPS
C. TACACS+
D. HTTP
Answer: B
You can protect communication with the GUI by enabling HTTPS. HTTPS protects HTTP browser sessions by using the Secure Sockets Layer (SSL)
protocol.
When you enable HTTPS, the controller generates its own local web administration SSL certificate and automatically applies it to the GUI. You also have the
option of downloading an externally generated certificate.
Reference:
https://www.cisco.com/c/en/us/td/docs/wireless/controller/8-0/configuration-guide/b_cg80/b_cg80_chapter_011.html
Question #63 Section 2
Which state does the switch port move to when PortFast is enabled?
A. blocking
B. listening
C. learning
D. forwarding
Answer: D
Question #64 Section 2
What are two functions of a Layer 2 switch? (Choose two.)
A. acts as a central point for association and authentication servers
B. selects the best route between networks on a WAN
C. moves packets within a VLAN
D. moves packets between different VLANs
E. makes forwarding decisions based on the MAC address of a packet
Answer: CE
Question #65 Section 2
A manager asks a network engineer to advise which cloud service models are used so employees do not have to waste their time installing, managing, and
updating software that is only used occasionally. Which cloud service model does the engineer recommend?
A. infrastructure-as-a-service
B. platform-as-a-service
C. business process as service to support different types of service
D. software-as-a-service
Answer: D
Question #66 Section 2
What is a recommended approach to avoid co-channel congestion while installing access points that use the 2.4 GHz frequency?

A. different nonoverlapping channels
B. one overlapping channel
C. one nonoverlapping channel
D. different overlapping channels
Answer: A
Question #67 Section 2
Which two functions are performed by the core layer in a three-tier architecture? (Choose two.)
A. Provide uninterrupted forwarding service
B. Inspect packets for malicious activity
C. Ensure timely data transfer between layers
D. Provide direct connectivity for end user devices
E. Police traffic that is sent to the edge of the network
Answer: AC
Reference:
https://www.mcmcse.com/cisco/guides/hierarchical_model.shtml
Question #68 Section 2
What is the primary function of a Layer 3 device?
A. to transmit wireless traffic between hosts
B. to analyze traffic and drop unauthorized traffic from the Internet
C. to forward traffic within the same broadcast domain
D. to pass traffic between different networks
Answer: D
Question #69 Section 2
Which function is performed by the collapsed core layer in a two-tier architecture?
A. enforcing routing policies
B. marking interesting traffic for data policies
C. applying security policies
D. attaching users to the edge of the network
Answer: A
Question #70 Section 2
What are two functions of a server on a network? (Choose two.)
A. handles requests from multiple workstations at the same time
B. achieves redundancy by exclusively using virtual server clustering
C. housed solely in a data center that is dedicated to a single client
D. runs the same operating system in order to communicate with other servers
E. runs applications that send and retrieve data for workstations that make requests
Answer: AE
Question #71 Section 2
What is the same for both copper and fiber interfaces when using SFP modules?
A. They support an inline optical attenuator to enhance signal strength

B. They accommodate single-mode and multi-mode in a single module
C. They provide minimal interruption to services by being hot-swappable
D. They offer reliable bandwidth up to 100 Mbps in half duplex mode
Answer: C
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